Login.gov (New Account User Registration)

Registering for an Account

1. Navigate to Login.gov
2. The application will take you to the Login.gov sign in page. (See Figure 2).

&= A DEMO website of the United States government Here's how you know

DLocIN.Gov (@ ppmmnnar,,

i

FRA - Railroad Safety Information
System (RSIS) - Dev is using
Login.gov to allow you to signin to
your account safely and securely.

Email address

Password

[ Show password

First time using Login.gov?

Create an account

Sign in with your government employee ID

Figure 2 — Login.gov Login Page

3. Select Create an Account.


https://secure.login.gov/openid_connect/authorize?acr_values=http%3A%2F%2Fidmanagement.gov%2Fns%2Fassurance%2Fial%2F1&client_id=urn:gov:gsa:openidconnect.profiles:sp:sso:FRA:DOT-FRA-RSIS&nonce=$%7bNONCENONCENONCENONCENONCE%7d&response_type=code&state=abcdefghijklmnopabcdefghijklmnop&scope=openid+email&prompt=select_account&redirect_uri=https://safetydata.fra.dot.gov/Authentication/redirect

4. The Login.gov page will open its account creation process. (See Figure 3).

Create your account

Enter your email address

Select your email language preference

O English (default)
Espanol

Frangais

[ 1 read and accept the Login.gov Rules of Use

Figure 3 - login.gov Create your account

5. Provide your preferred e-mail address for Sign-in

1. This should only be Non-DOT emails.

2. The email used should be the email used to log into the various RSIS applications.
6. Read the Rules of Use and Confirm by checking the box before Submitting.
7. You will receive an e-mail confirming your registration. (See Figure 4).

Check your email

We sent an email t_wth a

link to confirm your email address. Follow the link to continue
creating your account.

Didn't receive an email? Resend

Or, use a different email address

You can close this window if you're done.

Figure 4 - Login.gov account confirmation window



8. Inyour e-mail you will have a message with a selectable button and a hyperlink you may copy.
(See Figure 5).

U LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours

Confirm email address
https://secure._login.gov. s‘gniup’emall’conhrnP

Please do not reply to this message. If you need help, visit
www.login.gov/help

About Login.gov | Privacy policy

Figure 5 - Login.gov Confirmation Hyperlink

9. After using the button or hyperlink a browser window for Login.gov password setting will open.
(See Figure 6).

& You have confirmed your email address

Create a strong password

It must be at least 12 characters long and not be a commonly
used password. That's it

O Show password
Password

Password strengthc ..

Password safety tips +

Cancel account creation

Figure 6 - Login.gov Password creations



10. Please follow the guidance as describe on figure 7 and click on the “Continue” button.
11. The login.gov registration will open the Authentication method setup. (See Figure 7).
12. All users should use the Authenticator application along with the Login.gov password.

Authentication method setup

Add another layer of security by selecting a multi-factor

authentication method. We recommend you select at least (2)
two different options in case you lose one of your methods.

s

Security key

A physical device, often shaped like a USB
drive, that you plug in to your device.

Government employee ID

PIV/CAC cards for government and military
employees. Desktop only.

Authentication application

Download or use an authentication app of
your choice to generate secure codes.

Text or voice message

Receive a secure code by (SMS) text or
phone call.

Backup codes

A list of 10 codes you can print or save to
your device. When you use the last code,
we will generate a new list. Keep in mind
backup codes are easy to lose.

Figure 7 - Login.gov authentication additional options



13. Please provide a nickname for your authentication method (ex: FRA Auth App) (See figure 8).

Add an authentication app

Set up an authentication app to sign in using temporary
security codes. What is an authentication app? &

€ Giveit anickname
If you add more than one app, you'll know which one is
which.

e Open your authentication app

6 Scan this QR barcode with your app

Or enter this code manually into your authentication app
| 61 Copy |

0 Enter the temporary code from your app

[ Remember this browser

Figure 8 - Login.gov account name

14. You will select the authenticator app/temporary code to sync credentials with the Login.gov
account.



15. Once your method is selected, please choose “add another method” (See figure 9).

® APIV/CAC card was added to your account

You've added your first
authentication method! Add a
second method as a backup.

Adding another authentication method prevents you from

getting locked out of your account if you lose one of your
methods

Add another method

Skip for now

Figure 9 - login.gov add another method screen

16. System will Open the authentication methods with your selected option displayed.



17. If an authentication app is not possible, please select phone as your second method. (See Figure
10). If you do not have a second method and your first method becomes unavailable, you may
not be able to access the account without the help of Login.gov customer support which may
exceed a single business day to resolve.

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least (2)
two different options in case you lose one of your methods.

O @ Security key

A physical device, often shaped like a USB
drive, that you plug in to your device.

O E Government employee ID

PIV/CAC cards for government and military
employees. Desktop only.

O D Authentication application

Download or use an authentication app of
your choice to generate secure codes.

Text or voice message

Receive a secure code by (SMS) text or
phone call.

O % Backup codes
A list of 10 codes you can print or save to

your device. When you use the last code,
we will generate a new list. Keep in mind
backup codes are easy to lose.

Figure 10 - Login.gov Test or Voice Message method




18. Confirm the method by selecting text or voicemail (Voice message is only available for North
American numbers), and entering a valid 11-digit US number, or using the dropdown to select
additional options for international numbers (See Figure 11).

Government
D LOGIN.GOV Agency Name

Placehalder

Add a phone number
We'll send you a security code each time you sign in.

Message and data rates may apply. Do not use web-based
(VOIP) phone services or premium rate (toll) phone numbers.

Phone number
Example: (201) 555-0123

-

How should we send you a code?

You can change this selection the next time you sign in. If you
entered a landline, please select “Phone call” below.

O Text message (SMS) O Phone call

Cancel

Figure 11 - Login.gov Text Message or Phone Call



19. You will receive a call or text message with a six-digit confirmation number to enter into the
browser. (See figure 12).

Enter your security code

We sent a security code to (***) ***-5969. This code will
expire in 10 minutes.

One-time code

O Remember this browser

& Get another code

Can’'t use your phone?

Choose another authentication method

Cancel

Figure 12 - Login.gov text confirmation code



20. Once your two methods are selected you can choose not to add additional methods by selecting

“Skip for now” (See figure 13).

@ APIV/CAC card was added to your account

[8=]

v

You've added your first
authentication method! Add a
second method as a backup.

ts you from

method ¢

Adding another au
¢ one of your

Figure 13 - Add another method

21. You will be presented with your account via the Login.gov account management screen (See
figure 14), but at this point you are ready to use Login.gov to access your selected application.
22. The page shown in Figure 14 is where you can associate other e-mails with the account, change

your password, add authentication methods, and other options as well.

&3 AnofMoal website of the Unvted States government  Here s how you know v

D LOGIN.GOV

8

Your account

| o hccoms

Email preferences

Email addresses

Your authentication _

methods
+ Add new email

Language

glish

Password

Your connected accounts

History Authentication apps

Customer support + Add app

Figure 14 - Login.gov account management screen



23. Please note that additionally added e-mails will not replace your existing e-mail and will not be
in effect until confirmed. (See Figure 15).

Email preferences

Email addresses

’ + Add new email ’

Figure 15 - Login.gov second

24. If you have multiple account e-mails used with FRA Applications linking them to one Login.gov
account will consolidate them.

25. Select the application you wish to access in the Login Page, (See figure 16).

ransy

sporiation Railroad Safety Information System (RSIS)
Federal Railroad Administration

v1.0.0.1191- SFI

RSIS Applications:

Click one of the following applications below to open.

Data Download

You are accessing a U.S. Government information system. This information system, including all related equipment, networks, and
network devices, is provided for U.S. Government-authorized use only. Unauthorized or improper use of this system is prohibited, and
may result in civil and criminal penalties, or administrative disciplinary action. The communications and data stored or transiting this
system may be, for any lawful Government purpose, monitored, recorded, and subject to audit or investigation. By using this system,
you understand and consent to such terms.

U.S. Department of Transportation

@ Federal Railroa:A;minisiruﬁon [a E E

1200 NEW JERSEY AVENUE, SE

WASHINGTON, DC 20590 For App Support
26. 202-366-4000

Figure - 16 Application Selection Page '




Accessing the application / Login

Navigate to the application
1. Navigate to DOT FRA Authentication App: Authentication Application
2. On the landing page, in the Non-DOT Users card, click the Login button (See image below)

W5 An official website

(‘ U5.Department of Transporiation Railroad Safety Information System (RSIS)

of the United States govemment

Federal Railroad Administration v1.0.0.1191 - SFI

Non-DOT Users: DOT Employees and Contractors:
D LOGIN.GOV MyAccess

Non-DOT Users: Click the Login button below to continue: DOT Employees and Contractors: Click the Login button below to

continue:

You are accessing a U.S. Government information system. This information system, including all related equipment, networks, and
network devices, is provided for U.S. Government-authorized use only. Unauthorized or improper use of this system is prohibited, and
may result in civil and criminal penalties, or administrative disciplinary action. The communications and data stored or transiting this
system may be, for any lawful Government purpose, monitored, recorded, and subject to audit or investigation. By using this system,
you understand and consent to such terms.

‘ U.S.Department of Transportation
v Federal Railroad Administration m E @
1200 NEW JERSEY AVENUE, SE

WASHINGTON, DC 20590 For App Support
202-366-4000 RSIS Helpdesk

Figure 17 - Universal FRA Landing page


https://safetydata.fra.dot.gov/Authentication/

3. You are redirected to the Login.gov login page (See Image Below).

&= A DEMO website of the United 5tetes government Here's how you know -
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FRA - Railroad Safety Information
System (RSIS) - Dev is using
Login.gov to allow you to sign in to
your account safely and securely.

Email address

Password

] Show password

4. Users will use the authenticator application after entering their username and password.



5. User will select phone or auth app second form authentication, (see figure 20), or (see figure
21).

Enter your authentication app
code

One-time code

[] Remember this browser

Enter the code from your authenticator app. If you have
several accounts set up in your app, enter the code
corresponding to at
Login.gov.

Don’t have your authenticator app?

Choose another authentication method

Cancel

Figure 20 - One time code



Enter your security code

We sent a security code to (¥**) ***.5969. This code will
expire in 10 minutes.

One-time code

] Remember this browser

‘ & Get another code ‘

Can't use your phone?

Choose another authentication method

Cancel

Figure 21 — One text time code



6. You will select the application you wish to access in the Login Page, (See figure 22).

U, Depariment of Transporfation Railroad Safety Information System (RSIS)
@ Federal Railroad Administration v1.0.0.1191 - SFI

RSIS Applications:

Click one of the following applications below to open.

Data Download

You are accessing a U.S. Government information system. This information system, including all related equipment, networks, and
network devices, is provided for U.S. Government-authorized use only. Unauthorized or improper use of this system is prohibited, and
may result in civil and criminal penalties, or administrative disciplinary action. The communications and data stored or transiting this
system may be, for any lawful Government purpose, monitored, recorded, and subject to audit or investigation. By using this system,
you understand and consent to such terms.

‘ U.5. Department of Transportation
@ Federal Railroad Administration E E @
1200 NEW JERSEY AVENUE, SE

WASHINGTON, DC 20590 For App Support
202-366-4000 RSIS Helodesk

Figure 22 - Application Selection Page

7. You may see a loading wheel the application and Login.gov validate your sign in ending with the
selected FRA application opening, (see figure 23)

Part 243 Scott Jenson

Dashboard > > Part 243 Information

Organization

d New Training Course

Al SUMMARY

tems per page: 10 - 1-100f 14 > > FRA proposes regulations establishing
minimum training standards for each
category and subcategory of safety-

Course Name Model Program Inactive Submission Approval Status 1] related railroad employee, as required by
the Rail Safety Improvement Act of 2008.
TEST COURSE The proposed rule would require each
N NS-452016 New Course No No Submitted Not Processed ° railroad or contractor that employs one or
NAME - addition -
more safety-related railroad employee to
Track Safety Informational develop and submit a training program to
Standards - Hess TSS-F 101 Filin Yes No Submitted Not Processed FRA for approval and to designate the
Fundamentals 9 1; e :}1 Lo
. . Not part of that program, most employers
Test Course TEST-1234 New Course No No Submitied Appruved/Retumelo would need to conduct periodic oversight
of their own employees to determine
slmsfmg CSJ-100 New Course No No Submitted In Review ° compliance with Federal railroad safety
alnenance laws, regulations, and orders applicable to
Not those employees.
asdfasdf T8uijasd New Course No No Submitted Appmved/Retume(o
asdl 23a New Course No No Submitted Approved ° 9 Contact us
£O0PtFRAMOGE g No saved Not Processed °
g For questions concerning the Training
Regulation (Title 49 CFR Part 243) or
Elfi%rgmatlunal No No Saved Not Processed ° information required in a submission:
Part243Questions @dot.gov
:;flrnodg\ng;RA Mocel No No Saved Not Processed °
TFor technical questions concerning these
New Course No No saved Not Processed ° web-pages RsisSpSupport@dot gov

v2.6.9.261

Figure 23 — Part243 Application



Who do | contact for any questions?

For any assistance with the various RSIS applications, the preferred method is to email the RSIS

Help Desk at RsisHelpdesk@dot.gov. You may also contact by phone toll-free at (888) 372-
9393.

Rob Siegfried
robert.siegfried@dot.gov
FRA, RDI-14
202-493-6483


mailto:RsisHelpdesk@dot.gov

